
promoting professional dialogue, recognising technical achievement

Cloud Security in the Modern Age

27 February 2025



Capt Heath Groves

• Who: SO2 digital transformation, have been in the 
unit since Jan 7th, 2019

• Tech skills: Microsoft Certified Master (SharePoint), 
FBCS, CITP, 20-year MCT and O365 Expert Admin

• Current Employer: Sundown Solutions Ltd

• Why I joined SGIS: A had a feeling that my skillset 
might be in demand, and this proved correct.  Joining 
a unit of likeminded individuals with a common shared 
experience is rare, certainly at the top end of the tech 
industry.

• Where I came from: 8.5 years in the REME (joined at 
16) Then worked for MS on the O365 Product group 
as an SRE.  Owned and operated Sundown Solutions 
since 2009

• Where I live:  Hyndburn, Lancashire
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Research – The Problem…
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Research – The Problem…
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DATA – Where is it?

• https://www.computerweekly.com/news/366589468/UK-governments-M365-use-under-scrutiny-after-Microsofts-no-guarantee-of-sovereignty-disclosure 

https://www.computerweekly.com/news/366589468/UK-governments-M365-use-under-scrutiny-after-Microsofts-no-guarantee-of-sovereignty-disclosure
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DATA – AUTHN & AUTHZ

https://www.microsoft.com/en-us/security/blog/2021/06/30/the-critical-role-of-zero-trust-in-securing-our-world/
 

https://www.microsoft.com/en-us/security/blog/2021/06/30/the-critical-role-of-zero-trust-in-securing-our-world/
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DATA – WHO HAS ACCESS?



professional dialogue, technical achievement

Shared Responsibility Model
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DATA – Who is responsible?
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FIX – 1) Ask questions

• We should never be afraid to ask the hard questions, because most responsible CSP will often be well versed 
in these as they handle your data securely.  

• Start simple – Ask your cloud provider the following questions:

- Where is my Data held? (This should include all copies of my data including ALL backups)

- Who has access to my data and where are they located? (This should include all copies of my data 
including ALL backups)

o Why do they have access to my data?

- Do you use any third parties to manage monitor or maintain aspects of the infrastructure that service my 
data?  If so:

o What do they have access to?  

o Why?

o Where are they located?
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FIX – 2) MFA EVERYTHING

• Its is every single person's responsibility to ensure MFA is on every single account they use

• Do you do this already? Feel confident? Nice and complacent…

• What about:
• All the accounts of the people in your immediate family that you share a wifi network with?

• Kids Roblox account?
• PlayStation Network?
• Nintendo Network?

• Great… now how about those you serve with and those under your command?
• Are they secure?

• Their families?
• Social media?
• Adult content suites?

• Are they secure?

• Ensuring MFA is on every single-entry point is a constant battle, it has to be front and centre in EVERYONES 
mind, if you can not use MFA on a service then you shouldn't be using it!

• Note that in the current era MFA does not wholy guarantee security (Pass-the-cookie attacks etc.)
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FIX – 3) Content is King

• Encrypt your CONTENT – not just the container!

• The container is simply the vessel that it is transported in

• The content itself is the valuable piece

• If someone breaks into your account – they are “in” – but if the CONTENT is encrypted, then your safe!

• Consider that the threat actor may not be external but internal in either your organisation or your MSPs organisation!

• Take responsibility for you your own content security
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FIX – 4) Patch Everything

• Winget Upgrade

• Lists all third-party applications and extensions 
that require updating on your system

• Every one of them is a threat vector until patched

• To go one stage further and install the updates 
you can use the following switches:

• -r (Recurse – Upgrades all in the list)

• -h (Silent – Runs the installers in silent mode)

• For brevity, the full command is:

• Winget Upgrade -r -h 
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Summary & Questions

• Ask the right questions
• MFA everything
• ENCRYPT your CONTENT – Not just the container!
• Patch everything!

• Any Questions?
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AL & LLM Training

 Reviewed all current 24 active legal cases against AI firms surrounding copyright infringement

 Key theme – Illegal use of data has occurred

 Key defence – CDPA Fair use statement

 Common theme, being kicked into the long grass

 Working in the AI layer is key

 AI Agents

 The Agentic Layer
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AL & LLM Training
Document Name Case Number Defendant(s) Plaintif(s) Type of Tool Filed Date Status Court Summary

gov.uscourts.cand.403220.135.0.pdf 4:22-cv-06823-JST OpenAI OpCo, L.L.C.

OpenAI GP, L.L.C.

OpenAI Startup Fund I, L.P.

OpenAI Startup Fund GP I, 

L.L.C.

J. Doe (Multiple) AI technologies, 

specifically focusing 

on Copilot.

Jul-23 Active United States District 

Court for the Northern 

District of California

A First Amended Complaint, filed against OpenAI 

and associated entities, alleges copyright 

infringement related to AI technologies such as 

Copilot. Plaintiffs accuse OpenAI of unlawfully 

using copyrighted materials in AI development. 

The complaint, initiated by copyright holders, 

highlights legal challenges at the AI-copyright 

intersection.

gov.uscourts.cand.414822.120.0.pdf 3:23-cv-03223-AMO OpenAI, Inc.; OpenAI, L.P.; 

OpenAI OpCo, L.L.C.; 

OpenAI GP, L.L.C.; and 

related entities.

Paul Tremblay, Sarah 

Silverman, Christopher 

Golden, Richard Kadrey, 

Ta-Nehisi Coates, Junot 

Díaz, Andrew Sean Greer, 

David Henry Hwang, 

Matthew Klam, Laura 

Lippman, Rachel Louise 

Snyder, Jacqueline 

Woodson, and others.

ChatGPT (powered 

by GPT-3.5 and 

GPT-4)

Mar-24 Active United States District 

Court, Northern District of 

California, San Francisco 

Division

A group of authors, allege that their copyrighted 

books were used without consent to train 

OpenAI's large language models. The case 

centers on claims of copyright infringement and 

seeks injunctive relief and damages

gov.uscourts.nysd.608447.74.0.pdf 1:23-cv-09152-LGS Bloomberg L.P. and 

Bloomberg Finance, L.P.

Mike Huckabee et al. v. 

Bloomberg L.P. and 

Bloomberg Finance, L.P

Bloomberg's Large 

Language Models 

(LLMs) utilizing 

datasets such as 

"The Pile," including 

Books3

Jan-24 Active United States District 

Court, Southern District of 

New York

They allege that Bloomberg used their 

copyrighted materials without authorisation to 

train its AI models, specifically citing the dataset 

Books3, which contains pirated eBooks

gov.uscourts.nysd.610699.47.0.pdf 1:23-cv-10211-SHS OpenAI, Inc., OpenAI GP 

LLC, Microsoft 

Corporation, and 

related entities

Authors Guild, David 

Baldacci, Mary Bly, 

Michael Connelly, Sylvia 

Day, George R.R. 

Martin, Jodi Picoult, and 

others

GPT models (GPT-

3, GPT-3.5, GPT-4)

Feb-24 Active United States District 

Court, Southern District 

of New York.

Plaintiffs, comprising authors of fiction and 

nonfiction, claim that OpenAI and Microsoft 

infringed copyrights by using their works to train 

AI models without permission, threatening their 

livelihood and the value of their creative work

gov.uscourts.ded.72109.1.0_1.pdf 1:20-cv-00613-UNA ROSS Intelligence Inc. Thomson Reuters 

Enterprise Centre 

GmbH and West 

Publishing Corporation.

AI-based legal 

research tool

May-20 Closed United States District 

Court, District of Delaware.
Plaintiffs allege that ROSS used 

unauthorised access to Westlaw's 

database to train its competing AI legal 

research product, constituting copyright 

infringement and breach of contract.
gov.uscourts.tnmd.96652.1.0.pdf 3:23-cv-01092 Anthropic PBC. Concord Music Group 

Inc., Capitol CMG Inc., 

Universal Music Corp., 

and others.

Claude (AI model 

by Anthropic).

Oct-23 Active United States District 

Court, Middle District 

of Tennessee.

Music publishers claim that Anthropic's AI 

unlawfully used copyrighted song lyrics to train 

its models without authorisation, violating their 

rights and causing harm to the music industry.

gov.uscourts.cand.407208.238.0_1.pdf 3:23-cv-00201-WHO Stability AI Ltd., 

DeviantArt, Inc., 

MidJourney, Inc., and 

Runway AI, Inc.

Sarah Andersen, Kelly 

McKernan, Karla Ortiz, 

and others.

Stable Diffusion 

(AI image 

generation).

Oct-24 Active United States District 

Court, Northern District 

of California.

Artists allege that defendants used billions 

of copyrighted images to train AI models 

without consent, credit, or compensation, 

damaging the art market.
gov.uscourts.ded.81407.1.0.pdf 1:23-cv-00135-UNA Stability AI, Inc. Getty Images (US), Inc. Stable Diffusion 

(AI image 

generation).

Feb-23 Active United States District 

Court, District of 

Delaware

Getty Images accuses Stability AI of 

copying over 12 million of its images 

without permission to train its AI model, 

violating copyright and trademark laws
gov.uscourts.cand.426188.1.0.pdf 3:24-cv-01451 Databricks, Inc. Stewart et al. MosaicML 

Pretrained 

Transformer 

(MPT)

Mar-24 Active United States District 

Court, N.D. California

MosaicML allegedly used copyrighted 

books without consent to train AI models.

gov.uscourts.cand.426191.1.0_1.pdf 3:24-cv-01454 NVIDIA Corporation Abdi Nazemian et al. NeMo Megatron-

GPT

Mar-24 Active United States District 

Court, N.D. California

NVIDIA is accused of using copyrighted 

literary works for AI training without 

authorisation.
gov.uscourts.cand.428992.1.0.pdf 4:24-cv-02655 NVIDIA Corporation Andre Dubus III et al. NeMo Megatron-

GPT

May-24 Active United States District 

Court, N.D. California

Plaintiffs allege NVIDIA trained its AI on 

copyrighted works without authorisation.
gov.uscourts.mad.272063.1.0.pdf 1:24-cv-11611 Suno, Inc. UMG Recordings et al. Suno AI Jun-24 Active United States District 

Court, District of 

Massachusetts

Suno is accused of using copyrighted 

music recordings to train AI without 

obtaining permission.
gov.uscourts.nysd.612697.1.0.pdf - Microsoft Corporation, 

OpenAI Inc.

The New York Times 

Company

ChatGPT, Bing 

Chat

Apr-24 Active United States District 

Court, S.D. New York

The New York Times alleges AI tools used 

its journalism to train models without 

consent, impacting revenue and 

credibility.
gov.uscourts.nysd.616536.1.0_1.pdf 1:24-cv-01515-UA OpenAI Inc., Microsoft 

Corporation

The Intercept Media 

Inc.

ChatGPT Feb-24 Active United States District 

Court, S.D. New York

OpenAI allegedly trained ChatGPT using 

copyrighted journalism without 

authorisation.
gov.uscourts.nysd.620514.1.0.pdf 1:24-cv-03285 Microsoft Corporation, 

OpenAI Inc.

Daily News LP et al. ChatGPT, Copilot Apr-24 Active United States District 

Court, S.D. New York

Local news publishers claim Microsoft and 

OpenAI used their copyrighted articles to 

train AI tools without consent.
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AL & LLM Training
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AL & LLM Training

https://www.youtube.com/watch?v=
9vM4p9NN0Ts&t=2310s

 “These companies don’t talk about how 
they do the data collection and also 
there’s a copyright liability issue.  They 
defiantly don’t want to tell you that 
they’ve trained on books even though 
they did – because if not you can sue 
them.”

 Yann Dubois PhD Student at Stanford – Aug 24

https://www.youtube.com/watch?v=9vM4p9NN0Ts&t=2310s
https://www.youtube.com/watch?v=9vM4p9NN0Ts&t=2310s
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Potential Solutions

 Origin Attribution Page

 Retrospective Authorisation

 AI Content Removal Request

 Creative Equity Fund

 Machine Learning Amnesty



promoting professional dialogue, recognising technical achievement

A professional body and a professional activity

Celebrate the successes of our talented people
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